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PRIVACY POLICY ON DATA PROCESSING
PURSUANT TO ARTICLE 13 OF EU REGULATION NO. 679/2016

This Privacy Policy is issued pursuant to art. 13 of EU Regulation no. 679 of 27 April 2016 (hereinafter
EU Regulation), on the protection of natural persons with regard to the processing of personal data and
in compliance with the legislation on the processing of personal data.

In particular, this Privacy Policy refers to the processing of personal data for the provision and
management of a PhD course at Politecnico di Milano.

Data Controller
Politecnico di Milano, General Director delegated by the Rector pro-tempore, contact: dirgen@polimi.it.

Internal data processor

Dr. Assunta Marrese, Head of the Didactic Area, e-mail: assunta.marrese@polimi.it .

The data will be processed by other authorized parties and for this purpose instructed in compliance
with current legislation.

Data Protection Officer and contact points
E-mail: privacy@polimi.it.

Categories of personal data

The Data Controller will process the personal data provided by the data subject at the time of application
for a PhD course at Politecnico di Milano, during the enrolment phase and the performance of the
activities envisaged during the training course, until the relevant qualification is obtained, exclusively
for the purpose of fulfilling legal requirements, including those related to the management of tax and
social security charges, in accordance with the provisions of current legislation on the subject.

In particular, the categories of data that are subject to processing are:

e common data: personal, personal and contact data (name, surname, date and place of birth, tax
code, residence, citizenship, person code, matriculation number), identity document, visa, contacts,
qualifications obtained, curriculum vitae, current account details; career data; data relating to the
composition of the family unit and personal data of individual members; data relating to previous
careers; data relating to selection procedures (e.g. results of selection procedures); images and
audio/video footage; data relating to scholarships and contributions received; data relating to
MSCA eligibility (mobility, Early Stage Researcher status, any family allowances); data required for
publications and reports of research projects, secondment and international mobility data; data
required for the digital preservation of the PhD thesis at the National Libraries; log data relating to
the University's information systems.

e special data (art. 9 of the EU Regulation): racial and ethnic origin (for non-EU citizens, and for
refugee status), health status for personnel belonging to the categories provided for in Article 1 of
Law no. 68 of 12 March 1999, judicial data (art. 10 of the Regulation), i.e. data relating to criminal
convictions.

Purpose of the processing and legal basis
For the purposes of applying European and national legislation on the protection of personal data, we
inform you that your personal data will be used for the following purposes.
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Purposes of the processing for which the

personal data are intended Legal basis of the processing

Purpose 1
Management of selections, calls and
rankings.

Purpose 2
Support for qualifications verifications:
management of confirmations of PhD access

qualifications.

Purpose 3

Enrolment and activation of the PhD

programme. Compliance with a legal obligation to which the
data controller is subject, and
execution of a public interest or related to the
exercise of official authority vested in the data
controller, pursuant to Article 6, paragraph 1,
letters c) and e) of EU Regulation 2016/679.

Purpose 4

Career management support.

Purpose 5
Management of PhD scholarships and
scholarships for international mobility.

Purpose 6
Teaching, evaluation and research
management of the PhD student.
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Fulfilment of a legal obligation to which the data
controller is subject and performance of a
Purpose 7 contract to which the data subject is a party,

Management of relationships with third
parties, partners, financiers.

Purpose 8
Event management and institutional
communications.

Purpose 9
Institutional, statistical and MIUR, ANVUR,
INPS obligations.

Purpose 10

Administrative, financial and scientific
management of PhD students recruited
through MSCA programs (DN and COFUND)
or so-called extra-call procedures (e.g. Marie
Curie programs or double doctorates),
including obligations towards the European
Union and the consortium partners.

Purpose 11

Election of representatives in the governing
bodies and management of the database in
relation to the career and duties inherent to
the elective office held by the interested
party in the governing bodies of the
University and other appointments of
political and administrative orientation:

Purpose 12

Management of insurance and social security
practices, welfare treatments, reports and
accident practices.

execution of a public interest or related to the
exercise of official authority vested in the data
controller, pursuant to Article 6, paragraph 1,
letters b), c) and e) of EU Regulation 2016/679.

Execution of a public interest or interest related
to the exercise of official authority vested in the
data controller, pursuant to Article 6, paragraph 1,
letter e) of EU Regulation 2016/679.

Compliance with a legal obligation to which the
data controller is subject, and

execution of a public interest or related to the
exercise of official authority vested in the data
controller, pursuant to Article 6, paragraph 1,
letters c) and e) of EU Regulation 2016/679.

Performance of a contract to which the data
subject is a party, fulfilment of a legal obligation
to which the data controller is subject, execution
of a public interest or related to the exercise of
official authority vested in the data controller,
pursuant to Article 6, paragraph 1, letters b), c)
and e) of EU Regulation 2016/679.
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Compliance with a legal obligation to which the
data controller is subject, execution of a public
interest or related to the exercise of official
authority vested in the data controller, pursuant
Purpose 13 to Article 6, paragraph 1, letters c) and e) of EU
Treatments relating to the state of health Regulation 2016/679. To fulfil the obligations
for the categories provided for in Article 1 and exercise the specific rights of the data
of Law no. 68 of 12 March 1999. controller or the data subject in the field of labour

law and social security and social protection,
pursuant to Article 6, paragraph 1, letter e) and
Article 9, paragraph 2, letter b) of EU Regulation
2016/679.

Politecnico di Milano may also collect and use images of the data subject, through photographic services
or audio/video recordings and other collection methods ("Images"), which constitute personal data
pursuant to the EU Regulation. These Images may be used for institutional, informative and promotional
purposes of the University, such as publication on the institutional website, on information materials or
on the University's social channels.

The legal basis for the processing of Images for promotional purposes is the consent of the data subject,
pursuant to art. 6, paragraph 1, letter a) of the EU Regulation.

For institutional and informative purposes, the legal basis of the processing is the performance of a task
of public interest or related to the exercise of public authority, pursuant to art. 6, paragraph 1, letter e)
of the EU Regulation. These purposes may include the promotion of teaching, research and institutional
communication activities of the Politecnico di Milano. The data subject has the right to object to the
processing of his or her personal data, including the image, pursuant to art. 21 of the EU Regulation.

In the event of any opposition or withdrawal of consent, Politecnico di Milano will remove the Images
from its websites or social media pages within fifteen working days of receipt of the request. If the
Images have been published in paper or multimedia format, in case of opposition to further
dissemination, such Images will not be included in subsequent reprints or publications.

Retention period
In relation to the different purposes and the purposes for which they were collected, the data will be
stored depending on the purpose according to the following terms:

o Datarelating to the career of doctoral students: permanent retention for regulatory obligation.

e Data of candidates not admitted: according to University policy (e.g. 5 years for litigation purposes).

e  Rankings: according to administrative transparency rules, with pseudonymization for eligible non-
winners.

Nature of the data

The provision of data is mandatory. Any refusal to provide them may result in the impossibility of
fulfilling the intended purposes.

The collection of personal data complies with the principle of personal data minimization provided for
by the EU Regulation for each specific purpose of the processing.
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Processing methods

The processing of data for the purposes indicated above can be carried out both on paper and digitally,
manually and/or with electronic or, in any case, automated tools.

The collection of data takes place in compliance with the principles of lawfulness, correctness, relevance,
completeness and non-excessiveness in relation to the purposes for which they are processed.

The personal data of the data subject may also be disseminated on the University websites for the
fulfilment of the transparency obligations referred to in Legislative Decree no. 33 of 2013, or where this
is necessary to execute obligations deriving from the PhD course.

In addition, identification and contact data (institutional telephone number and e-mail address) are
published on the institutional website of the Politecnico di Milano and may be communicated to
suppliers, external professionals or other third parties with whom the University collaborates in various
capacities.

The above-mentioned subjects will process personal data as Data Processors or independent Data
Controllers.

In order to respond to any requests from the Postal Police and/or the Judicial Authority or at the request
of the Management of the Politecnico di Milano, the University may process the personal data contained
in the logs when a harmful event or dangerous situation occurs that requires immediate intervention.
Access to the data acquired for the aforementioned purposes is granted to duly authorized personnel.

Categories of data recipients and possible data transfer

In relation to the purposes indicated, the data may be communicated or will in any case be accessible to
employees and collaborators assigned to the competent offices of the Politecnico di Milano, duly
authorized to process them pursuant to art. 29 of the EU Regulation.

Politecnico di Milano may also communicate the personal data of which it is the Data Controller to other
Public Administrations and private entities if the communication is necessary or functional to the
establishment and management of the employment relationship, in the manner and for the purposes
illustrated above, as well as to all those public and private entities to whom, in the presence of the
relevant conditions, Communication is compulsorily required by EU provisions, laws or regulations.

In detail, the subjects recognized as recipients of personal data are the following:

e MUR

e ANVUR

o INPS

e Revenue Agency

o CAF

e Embassies and Consulates

e Police Headquarters and Judicial Authority

e Foreign universities and academic institutions (joint degrees, double degrees, co-tutorship)
o CINECA

e Other public administrations for checks on self-certifications

e Scholarship Funding Bodies

e Partners in international projects (MSCA, double degrees)

o ICT service providers appointed as data processors pursuant to art. 28

e Audit and audit bodies (for NRRP and EU funds)

e European Commission / European Research Executive Agency (for reporting obligations)
e MSCA Consortium Partners
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e Hostinstitutions abroad for secondments
e National Libraries of Florence and Rome.

Transfer to a non-EU country or international organizations

Personal data will be processed by the Data Controller within the territory of the European Union.

If, for technical and/or operational reasons, it is necessary to make use of subjects located outside the
European Union, or it is necessary to transfer some of the data collected to technical systems and
services managed in the cloud and located outside the European Union, the processing will be regulated
in accordance with the provisions of Chapter V of the EU Regulation and authorized on the basis of
specific decisions of the European Union.

All necessary precautions will therefore be taken in order to ensure the most total protection of personal
data, basing the transfer:

a) on adequacy decisions of the recipient third countries expressed by the European Commission;

b) on adequate guarantees expressed by the third party recipient pursuant to art. 46 of the EU
Regulation;

c) on the adoption of binding corporate rules, so-called "Binding Corporate Rules". Corporate binding
rules.

Rights of the data subjects
The data subject has the right to request from the Politecnico di Milano, as Data Controller, pursuant to
Articles 15,16, 17, 18, 19 and 21 of the EU Regulation:

= access to their personal data and all the information referred to in Article 15 of the EU Regulation;

» rectifying inaccurate personal data and supplementing incomplete personal data;

= the cancellation of their data, with the exception of those contained in documents that must be kept
by the Politecnico di Milano and unless there is a legitimate reason prevailing over the data
controller's interest in proceeding with the processing;

= the limitation of processing in the cases referred to in Article 18 of the EU Regulation.

The data subject also has the right:
= to object to the processing of their personal data, without prejudice to the provisions with regard to
the necessity and mandatory nature of the processing for the purpose of establishing the

relationship.

These rights can be exercised by contacting privacy@polimi.it .

If the data subject believes that his or her rights have been violated by the data controller and/or a third
party, he or she has the right to lodge a complaint with the Data Protection Authority pursuant to Article
77 of the EU Regulation.

Milan, May 2026.

This privacy notice has been translated into english with the support of Al tools. The official and legally
binding version is the italian text. In case of discrepancies, the italian version shall prevail.
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